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Introduction

This document contains notes about the Comodo Dragon Platform June 2022 release.
The release schedule will be as follows:

e US Region
o The release will start on 23 June 2022 Wednesday at 1 AM EDT
e EU Region

o The release will start on 24 June 2022 Thursday at 6 AM BST

The release is expected to take 30 minutes to deploy, during that time the platform will
be under maintenance mode, where you may observe minor glitches. If you observe
any issues, please feel free to share with us.

Dragon Enterprise & Platform

New Features

e Platform white-labeling capabilities for Comodo Partners

e Support for mapping alert rules to the MITRE ATT&CK framework

e New script content visibility providing centralized analysis for the content of
scripts created by unknown processes

e New Customer Summary Metrics included in the Managed Security tab

Improvements

e Streamlined Menu Structure
e File Rating Mechanism & Reporting Mechanism Usability
e Agent Communications/Compatibility

e Collapsible Query Panel In SIEM
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e MDR Customer Summary Dashboard

e Support valid email address across support portal users for MDR Notifications

Bug-Fixes

e Fixed the issue of not changing sub-menu titles when opening another page

Security Improvements

New Features

e Ability to add/submit/analyze file(s) from the portal

e Password protection for Comodo Agent Removal Tool

Improvements

e Added details on malware detection email notification

e Introduced new sorting capability on Antivirus AV DB Version under Endpoint

Security Status section
e Ability to view uninstallation process and log for CCS uninstallation

e Disabling CCS features without reboot

Bug-Fixes

e Fixed the issue of not assigned admin rating from Alerts section
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Device Management & Licensing

New Features

e Auto-Containment License and Distribution

e Agent update progress tracking

e Added supported OS version and platform in the name of agent Installer and
Bulk installation package

e Introduced support for Android 12 KNOX

e Ability to add notes and tags to devices

e Export functionality for Vulnerability List inside Vulnerability Management

e New feature to enable a copy and paste process into the Windows Lock screen
during a Comodo Remote Control session

e Added ability to search inside Comodo Remote Control based on “logged in

username”

Improvements

e Improved maintenance window scheduling by allowing end time to be on next

day

Secure Email Gateway

Bug-Fixes

e Fixed the issue of missing Archive functionality during an active trial license

e Fixed the issue of not properly displaying Chinese characters
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Appendix

New Portal Versions

Portal: 7.1.42795.22060
Dragon Enterprise: 4.1.0
Comodo One: 3.50.0

New Windows Client Versions

Comodo Communication Client (Windows): 7.1.42722.22060
Comodo Remote Control (Windows): 7.1.42611.22060

EDR: 2.5.0.25

New macOS Client Versions

Comodo Communication Client (MacOS): 7.1.42724.22060
Comodo Remote Control (MacOS): 7.1.42613.22060

New Android Client Versions

Android Mobile Device Management Client: 7.0.1.1

New Secure Email Gateway Version

1.0.15-13
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ABOUT US ACTIVE BREACH

Comodo is the world’s leader of next-generation open-
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We help customers stop breaches with groundbreaking
Comodo provides Active Breach Protection in a

isolation technology that neutralizes ransomware,
) single platform. No one can stop 100% of threats

malware and cyber-attacks. Our complete cloud-native

. . . ) from entering their network so Comodo takes a

framework delivers a zero-trust architecture with active

) . different approach to prevent breaches.
breach protection for the most comprehensive defense

against zero-day threats. Comodo’s cybersecurity
products maximize intelligent sharing between every

component of the platform, therefore providing superior C Experienced intrusion? Contact us at 1 (888) 551-1531
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gives a trusted verdict for 100% of files on a network.

ZERD TRUST ARCHITECTURE
THE LEADING CLOUD-NATIVE
CYBERSECURITY PLATFORM

@ DRAGON PLATFORM @

B J

ENDPOINT SECURITY / MANAGED DETECTION & RESPONSE \ NETWORK SECURITY
/ \
L |
ADVANCED ENOPOINT PROTECTION / 24x7 SECURITY OPERATIONS CENTER \ SECURE INTERNET GATEWAY
ENDPOINT DETECTION B RESPONSE NETWORK DETECTION & RESPONSE SECURE EMAIL GATEWAY
/ \

GLOBAL THREAT INTELLIGENCE

L s S

O o/
ENOPOINT SECURITY MANAGED DETECTION & RESPONSE NETWORK SECURITY

Itis sclentifically impessible to stop 100% of cyber threats fram intruding Resolve the growing shortage of cybersecurity experts with eur 24hr SOC. Protect your sensitive data from being exposed by insiders, control and

your network Only Comode's Advancad Endpolnt Protéction con provide Comoda's security exparts hunt for vulnerabilities, continuously monitor your IT manitor web traffic and protect users fram malicious emails. Stop attacks

Invulnerabllity te your andpaints frem thase unidentifiad eybar threats systams for indi of comp . and black thraats. around the elock at the boundary lavel to protect your mest eritieal assats.

200 Broadacres Dr, oy Support: +1(973) 396-1235 www.comodo.com
@ Bloomfield, NJ 07003 B Sales:  +1(888)551-1531 platform.comodo.com

© 2022 Comodo Security Solutions, Inc. All rights reserved.
All trademarks displayed on this document are the exclusive property of the respective holders.


http://www.comodo.com/
https://platform.comodo.com/app/login

	Dragon
	Platform
	June 2022 Release Notes | Changelogs
	New macOS Client Versions
	New Android Client Versions
	New Secure Email Gateway Version


